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Backg round

+ The formal role of the City Auditor’s Office was established by the Council approved
Internal Audit Charter in July 2019.

+ The Charter formalizes the internal audit activities, purpose, authority, and
responsibility.
+ Accountable to the City Council through the Audit Committee

¢ The Auditor’s Office activity will remain free from interference by any element in the
organization, including matters of audit selection, scope, procedures, frequency,
timing, or report content to maintain it’s status as a wholly independent office.

+ Maintain strict accountability for confidentiality and safeguarding records and
information.

 The office is authorized to have full, free, and unrestricted access to all functions,
systems, records, physical properties, and personnel information pertinent to carrying
out the projects in the Audit Work Plan. All employees are requested to assist the City
Auditor’s Office activity in fulfilling its roles and responsibilities.
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+ The City Auditor’s Office conducts its work under the auditing standards prescribed by
the Institute of Internal Auditors (ITA) which requires the City Auditor’s Office to
“establish a risk-based plan to determine the priorities of the internal audit activity,
consistent with the organization’s goals” and consider the input from senior
management and a governing board.

« The Auditor’s Office was established under a “co-source” model to perform its duties.

+ Accordingly, in 2022, the City Auditor’s Office engaged Baker Tilly US, LLP (Baker
Tilly) to conduct a citywide risk assessment and prepare an annual audit work plan for

the next five years.

« In attendance from Baker Tilly to assist in the presentation of the report is Chiemi
Perry, Manager, Risk Advisory.
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ability of an organization to
Assessment achieve its objectives*

idenlify. measure, and
prioritize risk
Purpose — To develop an audit
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- Prepared risk assessment survey questions and the online survey tool.
- Scheduled interviews with council members and Senior Leadership Team members.

- Reviewed key documents such as Council Priority Matrix, the biennial budget
documents, the annual comprehensive financial report, departmental strategic plans,
the information on the City’s website, and other relevant documents.

- Sent a link to the online survey to the selected 56 City’s employees including SLT
members who were not scheduled to be interviewed. The survey responses were
downloaded in Excel spreadsheet.

- Updated the risks in the existing risk matrix based on interviews with City Council
members and SLT members, survey responses, and review of key documents.

~ Analyzed the survey responses.

- Scored the auditable units (Appendix A} in the risk matrix based on the likelihood and
the impact of potential adverse events for various risk factors (Appendix B).

- Identified potential internal audit activities with high risk scores.

- Summarized the approach and results of the risk assessment.
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Example of Audit Universe:

City Clerk’s Office

+  Assistant City Clerk - Council/Administration Support

- Assistant City Clerk - Public Information/Legislation Records Management
»  Assistant City Clerk - Political Reform Act

¢+  Elected City Clerk - Election

City Manager’s Office

+  City Council Support - Policy Support for Decision Making

+  City Council Support - Intergovernmental Relations & Advocacy

+  Leadership and Management Services - Day to Day Operations

+  Leadership and Management Services - Strategic Planning

»  Leadership and Management Services - Community Outreach & Engagement
+  Citywide Programs

» Stadium Operations

+  Citywide Strategic Programs & Initiative

» Convention Center
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Risk Factor lmpactlDefinition:

Factor Definition
act Factors (the on the
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Weight

[A measure of materiakty based on parvasiveness or volume of dolars or transactions; Scores based on the budgeted
expenddre amount

Extreme - 5. $50M or more

Materal - 4: $10M or more; Less than $50M

Significant - 3: 33M or more; Less than $10M

Moderate - 2: $1M or more; Less than 3M

Ine quertial 1 Less than S1M

Magnitude

30%

a1 dude i dus ]
Nega‘lue e:npemnce bymstorne(s arl:l resdents such as peroelved or actual Qfety conuerns and msats!adory services.
impacts negatively on the reputation / credibiity of the organization
Customer / Extreme - 5. Direct impact on health and safety
Resident Materal - 4: Direct impact on transparency
Experience Significant - 3: Direct impact on customer satisfaction/City's reputation
Moderate « 2: Ind|rect |mpad on customer sallsfadnorhfcu\(s repulatlm

ONSaQUE | impact on raputation / credb

35%

he greater the eﬂed mal a deparinm: or prooess has on the organization meeting strategc obpectives and goals, the
greaer the related risks

Achievement of |Extreme - 5 Diredlly relates to the City Coundd Priorities

Organizational  [Material - 4: Supports the function/process diractly reiated to the City Councl Priorifies

Goals Significant - 3: Has performance/worldoad measures related to Strategic Pilars

Moderate - 2: Somewhat relates to the organizational goals
Inconsaquential - 1° Does not raiate to City's priorities and goals

5%

HIGHEST TOTAL SCORE FOR IMPACT 5 100% "
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Risk Factor - Likelihood:

[A measure of the difficly in performing a process or function As a pracess or funclion becomes more complex, the greater
I opportunity for errors

5 - Very high complexdty

Complexity 4 - High complexty 25%
3 - Medium complexity
2 - Low complexty

1 - Very low compleity
Pdlicies and Procedwres are a complete set of wrilten instructions that guide personnel in the successful execution of thei
duties and the duties of the office for which they wark If the policies and procedures are adequate and up-to-date, a riskis
lower

Policies and 5 - No or lttle written P&P 10%
Procedures 4 - Some written P&P

3 - Basic P8P requiring improvements
2 - Adequate but outdated P&P

1- -dale P
Measures the existence of and polential nancompiance with, govemnment regulations and other applicable laws, standards.
and policies/procedures

Regulatory 5 - Requirements to meet more than a few laws/regulations and professional standards specific to the division's 25%
Compliance rasponsibities

3 - Requirements to meet one or two laws/regulations and professional standards specific to he division's responshilities

1 - Mo require s responsitiies

e
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Risk Factor - Likelihood (cont.):

[Consider the exstence of monttaring activities. including the results of last audils by Intemal Auditor, External Auditor,
|Regulators, etc. and other known defidencies

5 - Overall, there is no mechanism1o manitor the status of parformance goals/compliance requrements

4 - For only some significant performance goals/compliance requrements, there is an annual or semi-anmual reporting,
|management review process andfor audits by an extemal party to dentify the status of performance goals/compiance
requrements

Monitaring 3 -For all sgnficant performance goals/compliance requrements, thera is an annual or semi-annual reporting, management 10%
review process and/or audits by an exemal party to identfy the status of parformance goals/complance requrements

2 - For only some of signficant performance goals/compliance requirements, there is a pericdic (weekly/monthly/quarterly)
reporting process to ensure performance goals/comphance requirements are met

1 - For al sigificant performance goals/compliance requrements, there is a periodic (weekly/monthly/quarterly) reporting
procass to ensure performance goals/compliance requirements are met

Consider the existence of specfic risk events/conditions and their significance

5 - |dentfied risk event(s)/condition(s) seem to significartly affed the fikéhood
SpecificRisks 3 - Identfied risk event{s)/condition(s) seem to have some impact on the likihood S0
1 - No or very minor risk event{s)/conditionis) have been identified
HGHEST TOTAL SCORE FORLIKELIHODD 5 100% |

10
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Other Risk Factor

Fraud Schemes

Consider the susceptibility to fraud, which is the opportunity for
employees/vendors/customers/fraudsters to misappropriate resources or defraud the organization”
5 - High Risk

3 - Moderate Risk

1 - Low Risk

100%

HIGHEST TOTAL SCORE FOR OTHER: 5 100%

HIGHEST TOTAL SCORE 30

* Considered fraud schemes listed in the Fraud Tree provided in the "Occupational Fraud 2022: A report to the Nations” by

Association of Certified Fraud Examiners. Also considered are cyber fraud schemes.
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The 127 auditable units (Appendix A) are scored using the Risk Factors (Appendix B)
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Top Risk Areas:

Electric Utlity Utility Operations - Substation Maintenance

Elaciric Utaty Utlity Operations - Transmission & Distnbution

Eleclric Utiity Utility Operations - Generation

Pollce Fleld Operations - General Patrol

Electric Ulility Utility Operations - Power System Controls Cybersecurity / Wark crder and asset management

Eleetric Utility Utdity Operations - SVP Systems Suppart Cyterspcirty

Fire Field Operations s N el |
Police i Services - Dep Support  Ewdence processig and storage

Public Works Streets Mantenance service requests / Grant management

Police Investigations - Records Case management

City Manager's Office Convention Cener Convention cenler operation

Community Development  Building - Field Inspection Buldng Inspection process

Community Development  Bulding - Permit Services Bulding permiting process

Parks & Recreation Parks Paric cperations | nfrasdaic fure —— —
Finance General Accounting Payrall {including timesheet processag) / Vendor master fle

City Manager’s Office Stadium Operations Stadium operation

Pule Works Engineering - Traffic Grant management / Administration of the Shared Mobiity Permit Program
Electric Uttty e Power Purchase Agresmasts / Enermy wholisafe tradbg rak management
Police A 4 Senaces - Ad Record management

Employee Benefits and Records - Workers'
Compensation & Safety

Information Technalogy Contract Services

Communily Development  Building - Plan Review

Human Resources Safety program
Cybersecurity / Managed Service Provider (MSP) cantract management
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Top Risk Areas:

Adminmirative Seivices - 311

Pdlice Dispatch/Communications 911 Dsspalch opevations
Police Field Operations - Traffic Tralfic entorcement
Electrie Utiity Utllity Operations - Electric Compliance T e

Recruitmenl, Classification and Staff
Human Resources Iy ” Selection & CI
Library Adminisiration

Water C L i Oy ions - B

c

Water ard Sewer Utlites Water Gonstruction project controls

Water Construction.Maintenance,Operaions -

Waler and Sewer Utlilies Water System Operations

Rale setting practices

Ik portfalio / Data
{PCI DSS) compliance

Police inistrative Services - Standards Training

Ciywide Strategic Programs & Indtative
Leadership and Management Senvices - Day to
Day Operalions

Finance Purchasing

Publle Works Engreanng - Field Sandces

Water and Sewer Utlitles  Water Engineering - Water Resources
Commurity Development  Building - Code Enforcement

Water and Sewer Ulltes  Sawer - Syatem Mantenance

City Clek's Office Assislant City Clerk - Public

7 Payment Card Industry Data Secunty Standard

Information Technology Enterprise Senvices - Application Services

City Manager's Office
City Manager’s Office

Property management / Santa Clara Tourism improvement District (SCTID)
Business Comtinuity / Enterprise Risk Management

lation Records.
e Plaming & s
Eleetric Utiity Gas Program Renewable energy program
Police. Investigations - General investigation Case management
Finance Muricipal Senvices - Utlity Billing Senices Utlty blimg and callection process

For Total Risk Score: low risk (Green) < 9; 9 < moderate risk (Yellow) < 16; 16 < high risk (Red)

City of
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The Center ol What's Po:

156

155
154
L7
151
130

125

147

140
14e
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Proposed Audit Workplan:

Audit Project Update for 2024-2025
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» Update of the 2023-2024 audit plan based on factors such as:
o Risk rating
o Pervasiveness of the process or control
o Audit coverage
o Timing of projects
o Value-added activities that help the City enhance the ability to manage risks, strengthen
accountability, and improve efficiency and effectiveness

» A variety of projects for a 24-month period
o Flexibility to adjust the timing of audits

o Amendments during a year in response to changes in the City's environment such as
organizational structure, operations, risks, systems, and controls

ltem #1
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Proposed Audit Workplan:

Proposed 2024-2025 Plan
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Finane Department

Patt g

'+ Determine w et adequals ¢ ORUron ate i (K S And @ oowng elfecinely 10 ommure tha the Jppropraie Wi e Sowdiec
™ a tmely marmes amd montored property 10 achteve Gessed ot bves.

« Determne whetner procurement cards are adminstered 10 ensure nat onfy the auMonzed LSers Can Make PUTNAses M
aceoctancs wah the regutments and

- Determne & fedhes internan contmis over procurement ¢ and transactions are in piace and working eflectively Lo prevent and
Sl BTDNS aed SYPQUANGS O LAt Gupit o ununitooord of spruped Tt

Frace Deparniment

Fru Oepartmen

Putkc safety persomnel overtme:

- Determne 1 hether adequate policies ad procequres are i place Lo ersure the appropriate usage of overtime for 1he pubiic
bty persomnel
« Theteriniine whelher the overtime prachices tmeiuding recording and fepofting comply wilh The Oty's policies and procedures

g

Eseine Uty Departmant

Satety peogram

- Determine whether the Electit. Uity Departmen ras adequate mechansms in piace 10 ident fy and mugate the safedy
razasds al workpiace
« Detenmne wheiher the Electic Uity Departmenr's rtamnal controls ae iy effectively 1o ensure a sate workpiace

Pade A R imticn Departaen

Park operation

. Determne whether the Inlemal controks over the manienance of parks are workuing effecively 10 ensure sakety
-~ Determne whether the miemal controts gver fee collection are warking effectiyehy

| Cropariment of Pubc Works

C project control

Determine whether intemal conlrols over corstruchion projects are adequate ang workmg efftectively

Code

|Assess Ihe efficiency and effecliveness of the code enforcemenl rocess

|88 8

Etecine LIty Depatment

Comptiarce program

|+ Deternnine whethes the Esmeire Ulity Depanment nad adequate mecranisms In piace 1o keep frack of & federal. sidle. and
(AT COMPEATE € POqrTmerEs

|+ Deetermmne o Fether 1ne Esecine Ulity Ds 255653 Nsks
lcomgunrye SLINE to eieure el (he reurementy sie el

with each and montor the:

8

Lewmy Department

Memoranaut of undersianding (MO} =
the Sanla Clara Lbrary Foundalkn & Friends

Determaie whwiher T rigeral condiofs (0 moior the complanc e with the MOU requirements are th place and woTkng

eMlectively

{Water s Sewrof Utiiles Department |

Work order process and assel management

Determine whether the stermai conlrots over the work ander process are adequate and working effectively

iy Cark's Ofice:

Record management ahd. rebenton peogiam

I~ DRetermine W e € By or IEL0id Management ad relenion potkies and Procedures are propery eslabished i at{oraance

with b s and
+ Determme = fedher alermal cortros are warking effectively 10 ensure camphance with the record managemend and retertion
and

Communty Develcpment Department
Eseciric Uisty Department

Folow -up on cammectva actons

_repon

Follow up on previous audt reports 10 efsure cometlive actions included m neach auxdn
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Questions?
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