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MEMORANDUM OF UNDERSTANDING
between
CITY OF SANTA CLARA
and
- UNCLASSIFIED POLICE MANAGEMENT EMPLOYEES, UNIT #9A
DECEMBER 18, 2016 — DECEMBER 22, 2018

In accordance with the provisions of Section 18 of the City of Santa Clara Resolution
#2979, entitled "Employer-Employee Relations," this Memorandum of Understanding
(MOU) constitutes the results of discussions between the City Management Staff and
certain Unclassified Police Management Employees (Unit 9A) of the City of Santa Clara
on all matters within the scope of representation from December 18, 2016 through
December 22, 2018.

1. TOTAL COMPENSATION

A. For the purposes of this agreement, total compensation is defined to include the
following items: -

1) Salary

2) Fringe Benefits*: *These elements are directly tied to
a. Retirement® salary and move as a function of
b. Holiday Pay . salary. No independent movement is
c. Vacation Pay allowed in these element areas.

d. Uniform Allowance ($50 in
discretionary allocation as of 12/16¥)
e. Insurance :
(1) Life ($5.60/month in discretionary allocation as of 12/16)
(2) Medical
(3) Dental
(4) Vision
f. Retiree Medical

B. For this MOU, a base total compensation as defined above, for a Unit 9A
Unclassified Employee, will be determined in the following manner
(SUSPENDED FOR THE TERM OF THIS MOU):

1) The average monthly salary of the Unit 9A Unclassified Employees will be
calculated from the salary control point schedule in effect on the first day of the
last full pay period of the calendar year.

2) | From this average salary, a Salary Adjustment Form will be developed to
establish the base total compensation for the Unclassified Police Management
Employee for the following calendar year.

2. ADJUSTMENT OF SALARIES AND FRINGE BENEFITS

A. Effective December 18, 2016, for persons employed by the City on the date the
City Council approved this MOU, salaries for represented classifications will be
increased by the same percentage as applied to Unit 2 employees for the 12/2016
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— 12/2017 MOU year. Effective December 17, 2017, salaries for represented
classifications will be increased by the same percentage as applies to Unit 2
employees for the 12/2017 — 12/2018 MOU year.

B. The City will pay the full CalPERS employer rate increase from FY 2015-16 to FY
2016-17 and from FY 2016-17 to FY 2017-18 so such increases will not have an
adverse impact on salary.

C. The City will pay any increase in the cost of the Kaiser employee only rate for the
2017 and 2018 calendar years so such increases will not have an adverse impact
on salary.

D. The Salary Adjustment Form and "Total Compensation" methodology described in
Section 1 will be suspended for the duration of this MOU.

E. [SUSPENDED FOR THE TERM OF THIS MOU] It will be the prerogative of the
Unit 9A employees to allocate the distribution of total compensation monies within
the following element areas:1) Salary, 2) Life Insurance Premiums, 3) Medical
Insurance, subject to the requirement that the amount of the Kaiser single health
insurance premium, including the PEMHCA minimum, be included in the mandatory
section of the Salary Adjustment Form, 4) Lowest cost employee only dental
premium and 5) Lowest cost employee only vision premium, and 6) Uniform
Allowance except as otherwise noted in this MOU. It is hereby agreed to and
understood by both parties to this MOU that distribution of total compensation
monies is to be based upon: 1) the monthly base Salary Adjustment Form for the
Unit 9A Unclassified Employee whose total compensation is the average of the
Unit, and 2) the maximum premium payable by City, and not actual premium to be
paid by City, except as noted elsewhere in this agreement.

F. Itis recognized by both parties to this agreement that it is their mutual responsibility
to independently verify, to the extent possible, the accuracy of the information upon
which total compensation adjustments are made. Should it be discovered by either
party that adjustment(s) to salary and fringe benefits are based on erroneous
information or has been erroneously computed, the necessary corrective action will
be taken as soon as practical after the discovery and notice of the error has been
given. It is the mutual responsibility of both parties to report any suspected error
immediately upon discovery to the other party. However, the period for which there
will be a right to recover any monies which are either overpaid by the City or
underpaid to the employee shall be limited to an adjustment period of up to 90
calendar days from the date the error was first reported to the other party. The
corrective action will be taken even in circumstances where the error may bridge
successive MOUSs, but the recovery will still be limited to amounts owed or owing
during the prior 90 calendar days. The 90 calendar day period will begin upon the
date of written notification by personal service upon the other party.

Right of recovery by the City of overpayment shall be limited to recovery over the
same time period as the overpayment was made. Said repayment will begin with
the next paycheck following final determination of the amount to be repaid.
Underpayment to the employee shall be made by the City in a lump sum of the
amount owed on the next regular paycheck following final determination of the
amount to be paid.
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3. HEALTH INSURANCE PREMIUMS

A.

Medical

Effective the first full month following Council approval of this MOU, the City will pay
toward health premiums for those employees enrolled in a City health plan an
amount equal to $200 more than the Kaiser employee only rate. Employees that
show proof of health that sign an ACA compliant attestation confirming coverage by
a family member in a group health insurance plan shall have the option to instead
receive a flat dollar taxable cash-in-lieu benefit of $835.66. Employees covered by
a City health plan whose premium amount is less than $835.66 shall receive a flat
dollar taxable payment of the difference between their applicable premium amount
and $835.66.

Dental

Effective the first full month following Council approval of this MOU, the City will pay
employees toward the cost of dental premiums an amount equal to the lowest cost
employee only premium amount among the dental plans offered by the City. All
employees are required to enroll in a dental plan.

Vision

Effective the first full month following Council approval of this MOU, the City will pay
toward vision insurance premiums an amount equal to the lowest cost employee
only vision premium. Participation is voluntary. Employees that choose not to enroll
in a vision plan do not receive the benefit of this paragraph, i.e. City contributions
toward vision premiums.

Re-Opener

The City and Police Management agree there shall be a re-opener in March 2017
limited to the subject of the City’s cafeteria plan, including medical dental and vision
benefits and cash take home as an element of a cafeteria/medical program. The
parties will negotiate in good faith on these issues. Any agreement by the parties
resulting from this re-opener shall be reflected in an amendment to this MOU. If the
parties cannot agree, applicable impasse procedures shall apply, including, if
necessary, imposition of terms and conditions covered by the re-opener by the City.

The City shall comply with the provisions of the Family and Medical Leave Act of
1993 (FMLA) and the California Family Rights Act of 1993 (CFRA).

4. HOLIDAY PAY

A.

The City will observe the following thirteen (13) dates (or days) as City holidays and
City offices will be closed in observance of those holidays. Represented employees
will be entitled to eight (8) hours of paid time off in observation for each of the
holidays listed:

New Year's Day (January 1), Martin Luther King, Jr. Day (3rY Monday in
January), President's Day (3" Monday in February), Spring Holiday
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(observed on Good Friday), Memorial Day (last Monday in May),
Independence Day (July 4), Labor Day (1s' Monday in September),
Admission Day (September 9), Columbus Day (2 Monday in October),
Veteran's Day (November 11), Thanksgiving Day (4" Thursday in
November), Friday after Thanksgiving, and Christmas Day (December
25).

Holidays which fall on a specific date and which fall on Saturday are observed
the preceding Friday. Holidays which fall on a specific date and which fall on
Sunday are observed the following Monday.

The City and Unit 9A previously agreed to represented employees giving up
104 hours of holiday pay in exchange for a corresponding and equivalent 5%
salary increase. The salary ranges for represented employees were adjusted
so that they were placed back at the same percent of control point they were
at prior to the transition of holiday pay to salary. The number of annual paid
holidays included on the Salary Adjustment Form will be 13 days (computed
at the eight hour per day pay rate).

5. VACATION ACCRUAL

A. Represented employees will accrue vacation, calculated to four decimal points for
accuracy, as follows:

COMPLETED YEARS OF SERVICE ACCRUAL RATE
1 through 9 years 120 hours
10 through 15 years 160 hours
16 through 20 years 176 hours
21 or more years 192 hours

B. On or before the last business day before December 25th each calendar year, an
employee may make in writing on an “Irrevocable Vacation Cash-Out Election
Form” to be provided by the City an irrevocable vacation cash-out election for up to
two cash-outs of vacation the following calendar year. To be effective, the
employee’s written notice must be received by the Director of Human Resources or
designee no later than the last business day before December 25" of the calendar
year before the calendar year in which the employee wishes to cash-out vacation.
The amount of vacation requested to be cashed out in the following calendar year
may not exceed a total of eighty (80) hours, which number of vacation hours must
have been earned in the following calendar year before it may be cashed out, and
requires a sufficient balance of available accrued vacation. It is understood that an
employee using vacation shall always use vacation earned in prior years first
before using vacation earned in the current year. The date options available on the
Election form provided by the City for the up to two cash-outs shall be the first full
pay period in April, July, October or December.
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This provision shall have no effect on an employee’s right to cash out all his or her
accrued vacation at the time of the employee’s separation/retirement from City
employment.

C. Maximum vacation accrual which may be credited to an employee at the end of the
pay period which includes December 31 shall be 450 hours. As a one-time
exception, employees that otherwise would “lose” accrued vacation hours because
their total accrued vacation hours exceeded 450 hours as of the end of the pay
period which includes 12/31/17 will be allowed to “carry-over” their entire balance,
including accrued vacation hours in excess of 450 hours into 2018. Thereafter, the
existing MOU rules regarding the year-end maximum for vacation accruals shall

apply.

D. In lieu of receiving a vacation-leave cash payout at retirement, the Association
may vote to roll accrued vacation leave hours into the employee's Voluntary
Employee Beneficiary Association (VEBA) account, subject to Association
compliance with Federal rules associated with employee contributions of
vacation leave to their VEBA accounts.

6. SICK LEAVE/FAMILY SICK LEAVE/PERSONAL LEAVE

A. SICK LEAVE

1) Employees shall accrue ninety-six (96) hours of sick leave per year of regular
City employment. Sick leave shall accrue in equal amounts each pay period.
Employees shall not accrue sick leave while they are on unpaid status.

2) Use of sick leave will be under the same terms and conditions as are now in
place. Vacation and Management Leave may be used to supplement sick
leave as available and with Department Head approval.

3) Inlieu of receiving a sick-leave cash payout at retirement, the Association may
vote to roll the sick leave cash payout into the employee's Voluntary Employee
Beneficiary Association (VEBA) account, subject to Association compliance
with Federal rules associated with employee contributions of sick leave to their
VEBA accounts.

B. FAMILY SICK LEAVE

1) Not more than forty eight (48) hours of sick leave within one calendar year
shall be granted to any employee for the care or attendance upon members
of his/her immediate family, unless the use of additional leave is approved
by the City Manager or designee. "Immediate family" is defined as spouse,
parent, child, sibling, grandparent, grandchild, aunt, uncle, niece, nephew,
first cousin, parent by marriage, step-parent, step-child, grandparent by
marriage, son-in-law, daughter-in-law, sibling by marriage, foster parent,
domestic partner, anyone residing with employee, or anyone dependent on
the employee for care.

C. PERSONAL LEAVE
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1) Each calendar year, an employee is entitled to use thirty-two (32) hours of
accrued sick leave as Personal Leave, provided he/she has sufficient sick
leave balance available.

2) Personal Leave is intended to provide the employee with paid time off to
attend to legitimate personal business that may arise from time to time
during the year. Personal Leave may be used to supplement sick leave as
required.

3) The employee has an obligation to provide as much notice as possible so as
to allow for proper scheduling by the department.

4) Providing that the minimal requirements of proper notification have been met,
the use of Personal Leave should not be denied.

5) The adoption of this program does not modify the existing ability of the
employee to exchange up to 96 hours of accrued sick leave for up to 48
hours of vacation, based upon two (2) hours of sick leave for one (1) hour of
vacation as provided and defined in the Personnel and Salary Resolution.

7. BEREAVEMENT LEAVE

A

B.

C.

The City will provide employees with a paid bereavement leave benefit to attend
to the customary obligations arising from the death of a member of an
employee's immediate family, as defined in this Section 8(A). Employees are
eligible to receive up to forty (40) hours of bereavement leave in the event of the
death of a parent (including step, adoptive and in-law), child (including step,
adoptive and in-law), sibling (including step, adoptive and in-law), spouse or
domestic partner; up to three (3) work days (regardless of shift assigned) of
bereavement leave in the event of the death of a grandparent (including step,
adoptive and in-law), grandchild (including step, adoptive and in-law), aunt
(including step, adoptive and in-law) or uncle (including step, adoptive and in-
law); and up to one (1) work day (regardless of shift assigned) of bereavement
leave in the event of the death of their own or a step, adoptive, or in-law great-
grandparent, great-aunt, great-uncle, great-grandchild, niece, nephew, or first
cousin.

The bereavement leave benefit is based on each death occurrence and is not
charged through the total compensation model.

Up to five (5) work days of additional bereavement leave may be charged to an
employee's sick leave balance with City Manager approval.

D. At the request of the City, the employee will provide verification.

8. VOLUNTARY TIME OFF

Employees may request voluntary unpaid time off under the following conditions:
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A. Approval of a work schedule that does not adversely impact the operations of the
department or other employees in the work unit with the approval of the '
Department Head and the City Manager.

B. No impact on either sick leave or vacation accrual if sufficient hours are worked in a
pay period to entitle the employee to his/her regular accrual rate for either benefit.

C. No reduction of insurance premium payment or refund as long as sufficient hours are
worked to allow for full payment of the premium for an employee working a full time
work schedule. If the number of hours worked is less than the number required for
full payment of premiums or refunds, the premium or refund payments will be
reduced in proportion to the hours required to gain full credit.

D. Voluntary time off may be taken without the employee first using all of his/her
accrued leave.

E. Employee may cancel his/her participation in the program with a notice time agreed
upon at the time of the granting of the request, which will be sufficient to allow the
department head to accommodate the request.

F. Cancellation of the employee's participation in the program will be at the discretion of
the Department Head with the approval of the City Manager.

9. VOLUNTARY EMPLOYEE BENEFICIARY ASSOCIATION (VEBA)

The City has established a Voluntary Employee Beneficiary Association (VEBA) trust
under Internal Revenue Code Section 501(c)(9) for the purpose of providing a City-
wide defined contribution post retirement medical benefit for employees hired prior to
December 21, 2003. Specific information regarding the Plan is referenced in the Plan
Document.

VEBA is a tax-exempt trust account formed under Internal Revenue Code Section
501(c)(9) designed to accumulate assets to fund the future payment of gualified
medical expenses (including specified insurance premiums). At retirement,
participants may withdraw the accumulated plan benefits to pay for medical
insurance premiums and will not be taxed under current state and federal law.
Withdrawals cannot be made for non-medical purposes.

Effective December 21, 2003, the City ceased making contributions to employee
VEBA accounts and instead provided a Retiree Medical Reimbursement Benefit.
Employee VEBA accounts remained and will remain open for other potential
contributions. Effective beginning December 16, 2007, the City began contributing
$50 per month to employees' VEBA trust accounts. Per the City's contract with
VEBA, VEBA's consulting fee will be deducted from plan participant's accounts.

10. RETIREE MEDICAL REIMBURSEMENT BENEFIT

The Retiree Medical Benefit shall provide each employee who retires from the City
with a CalPERS retirement with at least ten (10) years of regular City service with a
reimbursement for unreimbursed single retiree health insurance premium, beginning
with the first full month after retirement from City service and ending with the last full

-10 -
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month before the retiree’s sixty-fifth (65") birthday. Starting with the month in which
the retiree turns age sixty-five (65), the reimbursement will be for unreimbursed
Medicare single retiree supplemental insurance premium or unreimbursed single
retiree insurance premium. For premiums paid in calendar year 2016 that will be
reimbursed in calendar year 2017, the City will reimburse an amount up to $333 per
month, including the PEMHCA minimum, for unreimbursed single retiree health
insurance premium or up to $199 per month, including the PEMHCA minimum, for
unreimbursed Medicare single retiree supplemental insurance premium or single
retiree health insurance premium. The amount of the City reimbursement will be
adjusted once each year by the percentage change from October to October in the
San Francisco-Oakland-San Jose urban wage earners and clerical workers (W)
consumer price index from the prior year, but in no event will be increased more than
3.5%. Beginning in 2004, the City will fund this benefit with an amount to be
determined by an actuary.

Each retiree will be required to submit proof of medical coverage to the City each year.
The City will pay the reimbursement in a lump sum payment quarterly.

11. PEACE OFFICER STANDARDS AND TRAINING (POST) INTERMEDIATE
CERTIFICATE

Effective retroactive to December 18, 2016, employees that have achieved
Intermediate POST certification shall receive 2.5% of base pay for this certification.
Effective retroactive to December 18, 2016, employees that have achieved
Advanced POST certification shall receive an additional 2.5% (for a total of 5.0%) of
base pay for this certification. To be eligible, and receive payment, employees must
either provide proof from POST of the Intermediate or Advanced POST certificate or
get written confirmation and approval from the Police Chief (or designee) that the
requirements for certification have been successfully completed. POST Certificate
Pay shall be included on the Salary Adjustment Form as a mandatory allocation.

12. AUTOMOBILE ALLOWANCE

The automobile allowance program available to represented employees is as
follows:

A. The monthly automobile allowance shall be $400 per month.

B. In order to qualify for this allowance represented employees must have available for
use on City business a four passenger vehicle which is not more than three (3) years
old at the time it is placed in service under this program.

C. Insurance as required under the State of California Motor Vehicle Code will be
provided by the represented employee and must be in force at all times the vehicle
is operated on City business.

D. Employee receiving automobile allowance is responsible for all gasoline and

maintenance costs. Employee shall also maintain the vehicle in a clean and
presentable condition.

-11-
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13.

14.

15.

E. Effective upon Council adoption of this MOU, employees will no longer receive an
automobile allowance and this Section 13 shall be null and void. Concurrently,
employees shall have their salaries increased by $400 per month and their salary
ranges adjusted so they remain at the same percent of control point they were at
prior-to the transition of money from a car allowance to salary.

PDA/SMART PHONE STIPEND

Effective December 23, 2012, the City will agree to provide an $80 per month
PDA/smart phone stipend to those employees who wish to receive it instead of
receiving and using a City issued PDA/phone. Employees choosing to participate in
this program will be responsible for securing their own PDA/Smart Phone, and
providing the applicable telephone number to the Police Department, and to Human
Resources. (See Appendix A.)

STADIUM DETAIL

Police Management employees will be paid at 1.5 times the Step 5 Lieutenant salary
rate for hours performing Stadium Detail special event work outside an employee's
regular schedule, and which amounts shall be reimbursed to the City by the Stadium
Authority. Such pay and detail shall be limited to those events where the Chief of
Police concludes that the presence and work of Police Management personnel is
required.

MANAGEMENT LEAVE PROGRAM

The Management Leave Program is as follows:

A. Effective January 1 of each year, represented employees will be credited with 120
hours of Management Leave.

B. New hires or employees promoted into Unit 9A between January 1 and June 30 will
be credited with 120 hours of Management Leave. New hires or employees
promoted into Unit 9A between July 1 and December 31 will be credited with 60
hours of Management Leave.

C. Use of Management Leave is subject to approval by the City Manager or his/her
designee. Such use shall be approved unless staffing or other conflicts prohibit such

approval. -
D. Management Leave is not charged through the Salary Adjustment Form.
E. Management Leave may not be converted to cash or other paid time off.

F. Unused Management Leave may be carried over from one calendar year to the
next; however, an employee may never have more than 180 hours of "banked”
management leave. (Thus, and for example, an employee that already has 180
hours of management leave on January 1 would not receive any further
management leave. An employee that already has 100 hours of management
leave on January 1 would “only” receive an additional 80 hours. An employee with

-12-
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60 or fewer hours of banked management leave on January 1 would receive 120
hours.

16. EMERGENCY PAID LEAVE POOL

A. ADMINISTRATION

Administration of this program shall be provided by a three (3) member
Emergency Paid Leave Board (Board) consisting of two (2) members of the Unit
9A Board and the City Director of Human Resources (or designee). Determination
of eligibility to use the vacation established in this Emergency Paid Leave pool will
be by majority vote of this board. An adverse decision of this board may be
appealed to the Association Board of Directors and their determination shall be
final.

B. METHOD OF DONATION

1) ‘Contribution of vacation or CTO will be Comp'uted at the member's base hourly
rate of pay (excluding premium or specialty pay).

2) Contribution may be made from earned vacation, CTO or cash only.
Conversion of Sick Leave to Vacation for purposes of donation to this pool will
be immediately credited to the pool without the ninety (90) day waiting period.

3) In a case where it has become known that an employee has been seriously
injured or has a life-threatening iliness and is in need of assistance from the
Emergency Paid Leave Pool, contributions from accrued Sick Leave,
bypassing vacation conversion, computed at the contributing employee's base
hourly rate of pay (excluding premium or specialty pay) may be made for the
benefit of that specific employee who has the need.

4) Employee may authorize the City to automatically convert vacation that should
be accrued to the employee to the pool when the employee's vacation accrual
has reached the maximum allowed.

5) Funds contributed to the Emergency Paid Leave Pool will be placed in an
interest bearing Trust Fund. The Trust Fund will be accumulated in total dollars.
No record of number of hours contributed to the Pool will be maintained. An
employee making a donation to the Pool will not have a vested right to the
amount donated. The Finance Department will report the status of the fund on a
calendar quarter basis to the Association.

6) Employees may contribute earned vacation, CTO or cash to the Emergency Paid
Leave Pools of other City bargaining groups.

C. USE OF POOL

Employee must have a verified emergency need for time off to request Emergency
Paid Leave from the pool. Non-medical emergencies shall be verified by
certification acceptable to the Board and shall include the anticipated duration of the
emergency. Medical emergencies for the employee or dependent shall be verified

-13 -
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by a doctor's certification and shall include the anticipated duration of the medical
emergency. An employee's initial request to use leave for a medical emergency
shall be made to the City's Director of Human Resources (or designee). The
Director of Human Resources (or designee) shall make an initial determination
regarding whether the employee's request to use Emergency Paid Leave is for a
verified medical emergency. The Director of Human Resources (or designee) shall
notify the rest of the Board of the name of the individual making the request, the
date of the request and whether or not the individual's request qualified as a verified
medical emergency need under this section.

1)

2)

3)

4)

5)

6)

7

Employee must have exhausted appropriate paid leave (sick leave including
eligible conversion to vacation, vacation or CTO) prior to becoming eligible to
request Emergency Paid Leave benefits from the pool. Employee will be
notified by the Personnel Department when they first become eligible to
request emergency leave benefits from the pool.

The maximum time available from the pool (subject to the assets of the pool)
will be 160 hours (two [2] pay periods) for Emergency Paid Leave benefits due
to the illness or injury of the employee or the maximum allowable accrual of
vacation for emergency needs of the family of the employee.

An additional 160 hours (two pay periods) will be made available in extreme
circumstances if an employee has a medical emergency. The decision to grant
or deny a request for an additional 160 hours will be made by a majority vote
of the Employees' Association Board Members.

Emergency Paid Leave will be deducted from the pool based upon the
employee's base hourly rate of pay (excluding premium or specialty pay).

Emergency Paid Leave hours will be made available for use in the pay period
following approval by the Board. ’

Use of Emergency Paid Leave from the pool will be treated in the same
manner as use of regular vacation. The employee will continue to accrue sick
leave, vacation, insurance coverage and other benefits in the same manner as
he/she would if using regularly credited vacation.

Emergency Paid Leave that has been credited to the employee and has not
been used when the emergency has terminated will be reinstated to the pool.
Vacation, sick leave and other benefits that have accrued to the employee will
remain in the employee's account.

17. ALTERNATE WORK SCHEDULE (NINE-EIGHTY SCHEDULE)

Unit 9A employees shall be eligible to work a 9/80 alternate work schedule

according to the conditions, criteria, and requirements set forth in City Manager's

Directive 71. Requests to work a 9/80 schedule shall be made through or by the

Chief of Police to the City Manager. The City Manager must approve the

schedule and the City Manager or Chief of Police may terminate the schedule at
~any time.
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18. FLEXIBLE SPENDING PLAN, INTERNAL REVENUE CODE, SECTION 125

The City will make available a Flexible Spending Plan under the Internal Revenue
Code Section 125 for employees. Employees may contribute pre-tax (federal, state,
FICA, Medicare) dollars for dependent care and qualified un-reimbursed medical
expenses. This Plan will follow the regulations outlined by the Internal Revenue Code.
Detailed information will be available in the Summary Plan Document.

The City will pay the administrative expenses for the plan. This Plan is voluntary and
participating employees will pay the monthly participation cost. The monthly
participation cost will be considered pre-tax, as defined above, under Internal Revenue
Code Section 108. Participating employees will be provided with an Employee Plan
Summary and regular statements regarding the status of their flexible spending
accounts.

19. DOMESTIC PARTNERS

The City shall make all benefit programs available to employees, dependents and
domestic partners, subject to the requirements of each benefit provider.

20. CHEMICAL TESTING

It is the policy of the City of Santa Clara, the Santa Clara Police Department and the
Association to provide and maintain a drug and alcohol free work environment for all
employees. The above parties recognize and agree that the duties, responsibilities
and actions of a police officer may expose the City, the Department and its
employees to possible civil or criminal liabilities in the area of drug and alcohol use. In
order to address the above concerns, all parties agree as follows:

It will be the responsibility of any represented employee to comply with the Santa
Clara Police Department policy on drug and alcohol use, and pursuant thereto, to
submit to a blood test as appropriate and chosen by the involved employee, when
ordered by the Chief of Police or his/her designee. A breath test may be chosen only
if alcohol use is suspected. All chemical testing shall be administered in a medically
approved manner and as soon as practical after being ordered, but no later than six
(6) hours after the incident, in the case of A, B, C, or D listed below, whether the
employee is on-duty or off-duty at the time of the occurrence whenever any of the
following occur:

A. Any incident in which a firearm is discharged by an employee, acting under color of
authority, and death or serious injury is likely to occur. Furthermore, unless the
death or serious injury of another occurs, this section will not apply to incidents in
which a firearm is discharged accidentally, as a warning shot, or at a dangerous or
suffering animal. For the purpose of this section, the use of an extended range
impact weapon is not defined as a firearm discharge unless used as deadly force.

B. Any intentional use of any other deadly or dangerous weapon by an Officer, or an

intentional act on the part of an Officer, which proximately causes the death or, or
injury likely to produce death to another.

- 15 -
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C. Any traffic accident involving an employee operating a City-owned vehicle which
results in death of another or any traffic accident involving an employee operating a
City-owned vehicle which results in an injury likely to produce death to another and
the employee appears to be the proximate cause of the accident.

D. Any incident where the Chief of Police or his/her designee has a reasonable belief
based upon objective symptoms that an employee is in violation of the
departmental policy on drug or alcohol use. The verbal order to submit to a
chemical test(s) shall set forth the reasons for the test(s) and shall be followed at
the time the test is administered by a written statement of the order.

E. Any reasonable incident where the Chief of Police or his/her designee develops
reasonable suspicion that an employee has used illegal drugs. Reasonable
suspicion will be defined as that quantity of proof or evidence that is more than a
hunch, but less that probable cause and must be based on objective and
articulable facts sufficient to lead a reasonable, prudent supervisor to suspect that
an employee has used illegal drugs.

The following examples, alone or in combination, may constitute reasonable
suspicion:

1) A pattern of documented abnormal or erratic behavior that indicates potential
drug use;

2) Direct observation of drug or alcohol use by a reliable and credible source;

3) Corroborated information provided by a reliable and credible source that an
employee has engaged in illegal drug use, the identity of which source shall be
available to the employee and the association.

F. Employees being assigned to, or being rotated out of specific assignments shall be
subject to drug testing at the beginning and at the end of such assignments. These
assighments include the Specialized Crimes Action Team (SCAT), Santa Clara
County Special Enforcement Team (SCCSET), the Administrative Narcotics
Investigator, and the Drug Enforcement Agency (DEA) task force.

Demands for drug or alcohol analysis by supervisors which are determined to be
malicious will not be tolerated and may subject the directing individual to
disciplinary action.

"Designee" is defined as any sworn Santa Clara Police Officer with the rank of
Assistant Chief, Captain, Lieutenant or Sergeant.

In the event any portion of the Chemical Testing policy herein described in this
MOU is in conflict with any non-negotiated policy, procedure, manual or directive,
including the Police Operations Manual, the provisions of this MOU shall prevail.

.Nothing is this section shall prevent any represented employee from voluntarily

requesting or providing a chemical sample if deemed appropriate by the
employee.
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21. EMPLOYEE ASSISTANCE PROGRAM

22.

The City agrees to provide a confidential Employee Assistance Program to be
funded outside of Total Compensation.

MERIT PAY/SALARY ADJUSTMENT PROGRAM

Merit pay adjustments as provided for in the Personnel and Salary Resolution are, and
will continue to be available during the term of this MOU when and if approved by the
applicable Department Head and the City Manager. The Merit Pay Adjustment system
shall include the following elements:

A

B.

Each Unit 9A employee shall receive an annual evaluation.

Annual consideration of merit pay adjustments with an affirmative decision by the
applicable Department Head shall be required each year following the annual

- evaluation.

Merit pay adjustments shall range from 0 to 5%. However, in 2017 and 2018 only,
employees are guaranteed at least 2% and, with Department Head approval, up to
5%.

In 2017, employees are eligible for a merit pay adjustment based on an evaluation
prepared by February 2, 2017, which date will be their merit pay anniversary each
year going forward.

1) Notwithstanding D. above, for employees that have been
employed a full year as of February 2, 2017, they will be eligible
on their actual anniversary date, which shall also be their merit
pay anniversary date thereafter.

2) Notwithstanding D. above, for employees that receive a merit increase
between January 1, 2016 and February 2, 2017, the date of their last merit
increase shall be their new merit pay anniversary date.

3) If a Department Head has not completed an evaluation in time for
a merit adjustment by an employee’s anniversary date (February
2, 2017 for most employees), the applicable merit pay adjustment
once determined shall be made retroactive to the first full pay
period following the anniversary date (and to February 2, 2017 for
those persons whose anniversary date is February 2, 2017).

The City shall not suspend or freeze consideration of merit pay adjustments for Unit
9A employees unless step increases are suspended or frozen for all bargaining
units that utilize a step system.

The City and Unit 9A may, by mutually agreement, meet to discuss potential
changes to the merit pay system and/or movement toward a step pay system more
like other bargaining units.
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23.

24.

PAY PERIODS

Allowances/payments or accrual rates that are an agreed upon amount per month
or year but are paid for administrative purposes in incremental amounts each pay
period, shall be the same total amount per year in years in which there are 27
instead of 26 pay periods. This clarification is not intended to and would not
modify anyone's salary/pay rate.

NEXT MOU NEGOTIATIONS

Unit #9A will submit its proposals for a new MOU for the term commencing at the
expiration of this MOU no later than November 1, 2018.
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FOR THE CITY OF SANTA CLARA FOR THE CITY OF SANTA CLARA
UNCLASSIFIED POLICE
MANAGMENT

L d Z ft, oA

Edward L. Kreisberg — Le# Negotiator  «__Stewe Burress
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\0 |
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APPENDIX A: PDA/SMART PHONE STIPEND INFORMATION

APPENDIX A: PDA/SMART PHONE STIFEND INFORMATION
City Manager's Office

Interoffice Memorandum

Date: April 15,2014

To: Unit 9 - Unclassified Miscellancous Managemeni [mployees

Froms Julio Fuentes, Cily Manager

Subject: Cell Phone/Smartphone Stipend Program for Unit § = Unclassified

_Miseellaneous Management Employees

Scope: This cell phone/smariphone stipend program applies to members of Unit 8- Unclassified
Miscellaneous Manapement Employees. The stipend program is $80 per month and was
effective Aprit 1, 20609,

Purpose: To establish policies regarding the provision and usage of City-owned celiular
telephones or smartphones (devices thal have voice, dala and internet/web access capabilities),
The City has deterined that it is beneficial to bave Unit 9 mewmbers accessible by phone/data
communications at all times. A Unit 9 employee can choose fo have a City-issued cell phone,
where the City pays for the Unit @ employee’s cell phone device and service plan through City-
managed contracts with cell providers, or they can chooss to receive 4 stipend in the amount of
£80 per month, whereby the Unit 2 employee will purchase and own their own cell
phonefsmariphone device and pay all service provider charges, or the Unit 9 employee can
choose not to patticipate in either of the above programs.

Summary: This policy outlines and establishes ol feibility criteria Tor Unit 9 employees wishing
lo receive a monthly cell phone stipend and should be read and undetstoed in conjunction with
CMD 116-Use of City Resources and Confidential Nature of Information on City Hequipment,

Cellular Telephone/Smartphone Stipend Program: Unit 9 employees may choose to receive
an $80 g manth stipend to purehase, maintain, replace or repair their personal cetl phone, and pay
for any level of cefl phone service plan from any provider the employee may select. The $80 per
month alloveance is not intended to cover the full cost of any particular ecll phone device andfor
cell phone service plan. If a Unit 9 employee wishes to purchase a cell phonefsmariphone and
conneet (o the City’s emall system, they must confitm with the City’s Information Technology
Department that the deviee they wish to purchase can be conneeted lo the City"s Ouglook email
system, Nat all celf phone devices or service programs may be compatible with the City’s
information technology systems, If you do not desire to conneet to the City"s email system, then
any cell phone or serviee provider could be selected.

Ta be eligible for the monthly stipend, the Unit & cmployee must provide ihe Human Resourees
Department with an active eell phone nunber. 1t is expected that the employee will respond (o
wotk-relased calls and most critical, actively monilor their phone dwiing City emergency
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Cell Phone Stipend Program for Unit9 — Miseellanecus Unclassified Management Em ployees
April 13, 2014

Page 2

situalions. I'a Uni 9 employee participating in the stipend program experiences a lost, stolen or
damaged cell phone, it is expected that the employee will actively seek to have the device
replaced or repaived in a reasonable period of time in order to rersain eligibte for the menthly
stipend (refer to CMD 116 for additional requirements if'a phone is lost or sioden), The stipend
program is foeused only to the Unit 9 employee’s personal celi phone or smactphone, and nof to
other cefl phones that might be included under & shared or family plan that the employee may
have with a service provider,

If the Unit 9 employee changes their cell plione number for any reason, the Human Resources
Dipartment must be notified in the next work week of the new cell phone number, [fan
employes receiving a cell phone stipend chooses to ne longer use a personal cell phone for any
yeason, the Human Resources Depariment should be nalified immediately, and the stipend will
he diseontinued in the next applicable pay period.

The stipend 1s paid at a rate of 840 per pay period (with no payment on Lve of twenty-six pay
periods annually). A Unit 9 employee starting employmend or ferminating employment in the
middle of any month will receive one-half of the monthly stipend ($40), The stipend will
commence in the first applicable pay periad afier the Unit 9 employee’s request has been
received, reviewed and approved by the Fuman Resources Department. The essential review
criteria are that the employee is a member of Unit 9 Miscellaneous Management Enaployees’
Association, and that the employee has submitted a valid cell phone number as requested, The
stipend is considered income lo the employee, and is subject to payroll withholding,

CMD 116: Use of City Resources/Non-Confidential Nature of Tnformation on City
Equipment: -
This CMI? addvesses key issucs related 1o the ownership and usage of cell phone devices, and
should always ko read and understoed in conjunction with this stipend policy. While it is
generally the case that call records for a personally owned phone are not subject to public records
requests, the law in this area can and does change. CMD |16 advises that employees adhere o
City policies related to public records and email vetention. The City Attorney’s Offiee should be
consulted for advice and/or resolution of public tecords concerns.

City-Issued Cell Phone Program: A Unit 9 employee can choose to have a Ciiy-owned cell
phone isseed 1o them in lieu of a monthly stipend. Under this program, the In formation
Technology Department Tas responsibilily for the selection of cell phone devices andl cell phone
service providers. The City then maintains a record of an employee’s cell phone number and
usage information. Activity on City-owned cell phones is accessible as 2 public record. A Unit

9 employes cannot have a Clly-issued phone and a stipend. One or the olber must be selecled. If
you currently have a City-issved cell phone and wish 1o partivipate in the stipend program, you
will need to acquire a personal cell phone and service plan and then tum in your Cily-issved calt
phone. Part of the rationale for this program is to decrease she nmber of City supplicd/City
supperted cell phones fhrongh the use of a stipend prograim,
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Opt Out: A Unit 9 Miszellaneous Management employee can cheese not to participate in cither
the cell phone stipend program or the City-issued cell phone program. 11 certain work
assignments require the use of a cell phone that can be accomplished through the temporary
provigion of a City-issued cell phone through the duration of the assignment.

Cell Phone/Smariphone Stipend Program Enroliment: A current Unit ¥ employee can
initially envoll in this stipend program by emailing the Human Resources Department and
requesting participation in the stipend program. You must include your 1 0-dipit goll phone
number in the email; therefore you must have a personal cell phone device and a service plan
activated prior o recejving a stipend, A{ that fime lhe Human Resources Department will send
you a Cell Phone Stipend packet and form, which you will need to Fill out and return to them.
Thereafler, the Human Resources Department will present the cel] phone stipend enrollment
oppertunity to new Unit 9 employees through empleyee arfentation.

hlio Fuenies
City Manager
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satling up your Androld phone to recelve Clty of
Santa Clara email,

1. Complate the SmartPhone Authorization form and
retum fo the Help Desk.

Ifyou have contact ar calendar items on your
Android phane, you may losa them If you cheosa
to syne with Outlook’s cantacls and/er Catendar.
Back up your Andraid phons so you can reslore
em if necessary.

=]

1. Go to Bettings, and choose Accounis.
2, Chaosa Add Account, lhen Corparate Syne.

3. Complste the felds as Tollows (They may pot
appear n this exact order.}
DomalnUsarnamet Oily or Eleelric for SVP
Employecsiusername.

Pasaviord: Your current nelwork passward
Check Use secura connection hox,

Email Address:
Yaur city email addeess.

Ender your existing
a2 Corporate Sy
account!

Uonpuitieansis

W LD susare Cunvietizay

1 mmallaidrese:

The purpose of this Quisk Referanca is to assist you in

3, Add your Gity smail actount to your Andreld phane,

Cnie you set up vour Gity email account, you will be
roqulead lo enter a 4 digit passcode. You will be requirsd
{o enter this passcods to unlosk your sereen If your
phane is unused for 5 minutas. This fime can be
increasad up o 18 minuias,

Ta changs the passcode,

1, 3o io Beltings then choose Locatlon & Securlty.
3, Cheosa Change scraan lock, then PIN,

4, Enter a new PIM.

Warning: You canned turn off the Erase Dala feature. |f

yout have 8 faifed passcode altempts, the data will be
arasad from your phane,

Tu increasa the sereen lock Hmacut,

1, Gaia Seltings then choose Locatlon & Securlty.
2, Cheose Securlly Lock Tiner.

3. Inctease the time.
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Tha purpase of this Quick Refe
seting up your iPhane o reosive Gity of Santa Clara
amail,

1. Complata the SmanPhane Authorlzation form ang
ety o e Help Desk,

If you have contact o calendar items on your
iPhaie, you may [oze tham if you choose to syne
with Outlook's contacts ahdfor Calendsr. Back up
your iPhone using iTunes 6 you cen restors them if
necegsan.

2.

Add vour Cly amalt 2o

count to yaur iPhang.

Choose Settings from the iFhone menu.
Chaose Mail, Contacts,
Galendar.

Chooze Add Account, then
Mizrosaft Exchangs,

4, Complate the figlds

as follows!
Email: your email
address.

Domain! Glfy or Elelic
for 8WP Employess

Username: Your network
login id,

[ai- ArEr

l'sm'.:.ur

N
Emandssenchaeigee |

RS, 'm:.,:.,..‘_-..—._i'
] Sarvar irapil.eenlnelszzmpsy |

ity

LB

Password: Your currant
riabvork pagswond

Doscrlption: a name that
identifies this mail
acoadnd, You can alen
=&t 1 & parsonal mai
gcocount such &8 gmail

5. Click Next,

The soreen to the righ!  [e
appears with Sorver fisfd (s
added. i shoulkd be: A

imail.santaclaraca.gov.

8. Choosgelo tum on
Mall, Gontacts, and/

or Calendars,

’ Dom

i
Usorpama  Isbazant

Passwoid  seasdenis

; Bomtacta

| Calesidara

Cheose Settitigs from the iPhons menu.
Cheosa General, 1han Passcode Lack,

Frony here you ean change your pessepds, change
hew quickly the passcode is required, and whether
or nat you want SMS Freview {text massaging
previsw} {6 ba on,
Warning: You cannol tum off the Etase Dala leatura, If
vl have 8 falled passcode allampts, the dala will be
erasad from your phone.

% Show M3 Proview

E Erase Dala

. Add Email Accaunt (continiled)

7. Chogse Dona,

8. After you choose ON for Contacls o Calendars, you
will e prampiled lo defele or add your losal {iPhone)
eantacts to Qutiook,

Yotz will be requiied to enter a
4 diglt Passcode. You will be
prompted lo enter yaur
pesscada if yau laava your
Phone idle for 5 minules,

Quiek Raferands 4-2
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The purposs of this Quick Refarencais lo assisl you In 8. Caomplate tha fields as follows:

selling up your Windows Mobile device to recaive L
Clty of Santa Clara email. Usernama; Your nelwork fagin id.
1. Gomplete the SmartPhone Autharization farm and Password: Your network password,
return o the Help Desk, Domalm Oy ar Efectrie for SVP amployees.
2. Setup your phone to syne with the City's Exchangs 7. Click the Save password check box.
R g iy

Sapver using ActiveSyne.

. Setup Exchange Server.

ff"‘m

dik Server Settings P

1, From the Programa menu, choose AstiveByne,

2. If itis tha first ime you have used your Windows
Muobite phote, you will ba shown the following
prampt! v

To syne with @ deskiop compular, instalf

AcliveSync on your computer and then connect

ihis davipe.

if your comipany supporls syncing directly

with fls Exchange Server you can gat up

your dovico to syne with it. 30
Gillek tha set up yoaur device to syne vith it ik, 8. Choose Next.

This will slert the provess for connecting vour device 8. Cheek tha hoxes naxt te tha data yeu would lika to
lo the City's exchange server. synchronize with your City's Outlnok account.

Note: The Cily supports syncing divestly with 1ts 10, Click Finish.

Exchange Server, The Clfy doos NOT support ;

ayneing with & desktop compuiter. | B fyio 5%
E: < .-———-"(-—'._.__- ———

I you have already synced your devics 1o analher Cit Berver Settings
soires, chicose Menu, Add Server Sourse, =

3. Inthe Server addnass fleld, typa
imatl.santaclaraca.gov,

4, Check the box for This server requires an
ancrypled (85L) conneciion.

8, Glick Next,

S idsor namgs | latewat

Passward! | essnsesinds

[y el { city

[+ save passwerd
T {regufred for automatic synch

| pdvenced..

2

i I

dta yiel wank ko sanchiedizg

Edit Sarver Sellings

105 b e

o] Sevar sdkess: .
ALl sl aclasaca. Sou

ﬁ HAne Thig lsthe su0n 05 yor Chﬂmkweﬁ ]
facess server adkess.

[F] §ls cervar senuvas e ernnptad 551D
et

Ouick Rafarenca 4.3
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ABMIMESTRATIVE GODE CMD NUMBER 116
CITY MANAGER'S DIREGTIVE-PROGEDURE DATE: Maieh 3, 2009
GANGELS: November 22, 2008
SUBJECT: USE OF CITY RESOURCES, AND NOM-COMFIDENTIAL MATURE OF
INFORMATION ON CITY EQUIPMENT
PURPOSE: 1. The primary purpose of this CMD is to inform all employees that City

POLICY AS TO CITY-OWHNED
OR ISSUED DEVICES:

equiprent and systems, and City work locations, as defined herein, are the
sale property of the City, and with a few miner noted excepticns, are to be
used for City business oaly. This policy applies to City-owmed and issued
devices and the use of City metwork or systems using City —owned and
private devices, including but not limited to Smartphones.

P

Another purpose of this CMD is to inforr afl City employess that private or
persenal documents, written reessages, electionic messages {including text
messages, emails, etc.). materials, information, or files placed in or on City
equipreent are not private or confidential and may be reviewed to ascertam
vihether such conmunications constitute City busiess. As such, employees
should not have any expectation of privacy or confidentiality in any of these
cireumstances. This CMD dees not apply to the confidentiality of personnel
records maintained by the Human Rescurces Department or the Finance
Departraent, or the confidentiality of business and related iterus within the
department where the employee works.

City equipment and systems, and City work locations, are the sele property of
the City and, with minor exceptions {as noted below in Items No. 4 under
Supervisor and Department Head Responsibility and Action), are to be used for
City business only.

City employess are hereby infornead that private or personal documents, written
messages, electronic messages including text messages, emails, etc., materials,
information or files, placed in or on City equipment are not private or confidential.
Ersployees should not have any expectation of privacy or cenfidentiality in any of
these circunastances.

In order to conduet City business, including responding to the needs of citizens
and staff, City management and City employees, when directed, may need to
access City work locations and equipment of any employee who is absent or
unavailable. Access to the work locations and equipmeent may also be necassary

Page 1 9i 6
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POLICY AS TO PRIVATE
DEVICES:

GMD NUMBER 116

for purpeses of menitoring emplovee work performance and conduct. Under
existing provisions of the law. the City reserves the right to moniter the use of
City equipment for any reason, including the right to review, audit and disclese all
matters sent over or stored in City locations or equipment systems to ensure that
uses are in compliance with all laws including copyright lawes and City policies,
including the City Code of Ethics & Values.

Onby City approved and authorized Sreartphone devices are permitted to access
any City network or systerss. The approved list of devices is maintained by
Information Technology JIT) and listed on the Smartphone Aecess Authorization
Form iform available from |T HelpDask).

A user whe connects to City networks via an autherized Smartghone device or
service must ensure that all components of histher wireless connection remain as
secure as histher network access. All Smartphones and connections to any City
netwerk or systems shall be used to conduet City business and utilized
appropriately, respensibly and ethically. Al autherized Smartphone device and
service users shall, without exception, use secure remole access procedures.
Enforcensent of this provision will be by device passwerds in aceerdance with the
City's password policy. ’

Pricr to initial use or connection to City networks of systeres, authorized
Smartphone devices, software and related services must be registered with IT.
City employees, contractors, or “as needed” staff in possession of an autherized
Smartphone device shall not make modifications of any kind to the device, its
software, andlor service that reay potentially corspromise the integrity of City
netviorks or systems, without the express weritten approval of IT. This includes,
but is ot fimited to, split tunneling, dual homing, non-standard hardware or
sexurity configurations, etc.

Users are advised that applicable law refated to public records may require the
praduction of certain records on private devices. Users are advised to adhere to

. City CMD's related to public records and email retention to aveid the potential

disclosure of information frem their private devices, particularly those users that
receive a stipend for private devices.

With respect to Public Safety Officers, it is intended that this CMD be read
together with the Public Safety Officers Procedural Bill of Rights.

Fage 20f 6
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CHD NUMBER 116

DEFINITIONS: *City equipment and systems, and City work locations” is defined herein to
include, but not be Fmited to, the following items whether they be owned,
bought, used, paid for, leased, borrowed, or given to areas and the City: Work
spaces, desks, Iockers, City vehicles and equiprment, computer and video
equipreent, printers, copiers, supplies, telephones, mobile data teminals, fax
machines, radics, email, text messages, other mail and electronic reessaging
services, voice mail, and Internet services las assigned, including chats,
newsgroups, and |nternat emaill, or any files

“City business” includes, but is not fimited to, conducting the business of the City
of Santa Clara and menitoring employee work performance and conduct.

*0ff-Duty time™ includes employee time before and after work shift, lunch for
meal period hreaks), and approved vacationother leave time.

*Smartghone™ means a mebile handheld device with advanced features like e-mail
and [nternet capabilities.

RESPONSIBILITY : ACTION
Department Heads & 1. Authorize issuance and discourags misuse of City equipreent, work locations,
Supervisers and Smartphone devices.  Approve replacerzent of lost, stolen or damaged

City-owned devices. Replacement costs will be charged to the user's
departrment, which is then responsible for handling reimburserment of City
funds with said user. Replacensent and Maintenance costs for any personal-
owned devices are the sole responsibility of the employes.

2. Understand that the City’s security software for the Internst reay record for
management use the Internet address or site visited by the employez and
keep record of any network activity in which the employee transmits or
receives any kind of file; the deletion of a message or file from some
electronic systerns may not fully eliminate the message from the system.

3. Understand that “any writing containing information related to the conduct
of the public's business, prepared, owned, used or etained by any state or
local agency regardless of physical fom or characteristics” {Bovernment
Code Section 6252} and under some circumstances, comniunications sent by
email, may be subject to disclosure under the Public Records Act or litigation

4. Notwithstanding statersents in the CMD to the contrary, oceasional use of
City equiprzent by an employes during off-duty time, i.e., typing of a personal
letter during the lunch period, or use of a telephone for urgent reasons {see
CMD 78), may be granted from time to time at the discretion of and upon the
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approval of the Departent Head.

In addition, uses by City employees, during off-duty time, of specific City
equipreent may also be alloveed where certain fess for use of this equipment
have been established {i.e., minimal copying, or use of a fax machine, etc.).

Managers and supervisers wha are authorized to serve as officers of a
professional society andlor association in accerdance with CMD 43, and
veho have authorized use of City resources in accerdance with the provisiens
of that CMD, should not have expactations of privacy or confidentiality of
informzation or fifas placed on City equipment.

Become informed aad comply with the policies of thiz CMD.

Do not use City equipreent, work locations, or authorizéd access to City
networks or systems improperly. Improper use includes any persenal use for
convenience or profit, playing of games, or use to corwey derogatory,
defamatory, obscene, or otherwise inappropriate actins or messages of any
informeation unrelated to City business. Personal mail, packages, or catalegs
sheald not be received or sent using a municipal address.

Employees shall take reasonable measures to safeguard City property and
systems to prevent loss or damage. In the event any City-owned or issued
device or privately-owned Smartphone is lost er stelen, or the occurrence of
any incident or suspected incident of unautherized access andlor disclosure
of City resources, the user shall jmmediately report such to histher
superviser and the IT Help Desk. Service will be immediately terminated.
Users should immediately repert to histher supervisor and the [T Help Desk if
the device is recovered. [T will wark with the user to restore service as
guickly as possible.

. The provisions of this CMD also apply to employes use of non-City issued

equipnient and systems breught into work locations and used for City
business. Emplovees utilizing non  City-issued  equipment  assume
responsibility for the repair or replaceneent of such equipment, including
Smartphones.

. Nothing in this CMD is intended to or shall be construed as affecting the

duty and cbligation of City employees to maintain the confidentiafity of City
documents and information which the employee has access to through his or
her employment with the City. It is also not intended to nor shall it be
construed as granting access to non-City employees to otherwise
confidential City docureents and information.
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12. Employees should understand that the City's security software for the
Interret may record for management use the [nternet address or site visited
by the emplovee and keep a record of any network activity in which the
employes transmits of recefves any kind of files. Any records transmitted or
received are recorded and stored in an archive file; deletion of a message or
file frem some electronic systems may not fully elirtinate the message from
the system.

13. Understand that “any writing containiag infermation related to the conduct
&t the public’s business, prepared, owned, used or retained by any state or
local agency regardless of physical fomm or characteristics” [Government
Code Section 5252) and under sonte circurstances, cimniunications sent by
email, may be subject 1o disclosere under the Public Records Act or litigation.

14. Employees should enderstand that the City's network allawss Management to
access employes passwords. Upon request, employess shall grovide their
systems passwords to their Department Head to allove acesss to all files and
systems in the employes's absence or as required. Lockers, desks, files or
other secured City egquipment, systems, or work lecations, may also be
accassed by the City.

15. Employess shall not knowingly use City equipment or systems, or City work
locations, to download or distribute pirated seftware or data, or to viclate
Penal Code Section 502, applicable Federal laves, City policies, rules and
regulations, including the Citys Code of Ethics & Values. Ermployees shall
not use the City's equiprment, systems or werk locations to disrupt or
destroy the City's program systems, ner shall they attemspt to disable any
SECUTILY SyStem.

18. Violation of this policy. through direct action on the part of the employee, or
through carelassness or negligence, may result in formal disciplinary action,
up to and including termsination.

17. Unit 9 employess should understand that Smartghene devices they obtain
through the assistance of an allowance program are considered personal
devices and are under the cwnership of the employes. Al servics,
maintenance, and replacenzent costs are the responsibility of the employee.

IT Departreent: ) ) ) ) )
19. IT resarvas the right to terminate without notice any authorized Smartghone

device, service and aceess to City network or systems that meay result in a
potential security risk to City retwork systems, data, users, residents andlor
other City assets and resources.

18. IT reserves the right to perform a remote wipe of a user's Smartphone,
Page 5 of §
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erasing all data and contents, if there is a reasonable belief that the device
has been compromised andfor posas a patential security risk 1o City network
systemns, data, users, residents andier other City assets and resources.

20. 1T will provide minimal support for privately-ownsd approved and authorized
Smartphone devices. This support is fimited to basic decimentation to
enable the user to connect the device to City networks and systems, and
basic troubleshooting to determine if any connection greblems are on the
City side or outside of the City’s control.  All additional technical and
function quastionsfissues shall be the responsibility of the wser.

Questions regarding this CMO may be addressed to the City's Director of Human Resources.

Lrose Reference:
CMD 3 - Gvernight Use of City Vehicles
CMD 31 - Transaction of Personal Business During Werking Hours
CMD 49 - Membership in Professicnal Socisties and Associations
CMD 78 - Personal Use of City Telephonas
City Code of Ethics & Valies [Attachment to CMD 67, Gifts & Favors to Individuals)
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